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 Executive Summary 
 

Email has become the de facto standard for both operational and 
strategic business communications. It can be used to reach a large 
number of people at minimal cost. It has become crucial to daily 
communications and therefore must be protected from failure or 
compromise. 

Its popularity has also become its weakness. More and more 
attacks against email are occurring all the time. Spam, viruses, 
phishing, and other attacks have become routine.  

This paper defines and discusses the risks associated with email. 
It identifies key requirements in four areas - identity, trust, 
threat, and vulnerability management - for choosing an email 
security solution.  

Finally, the paper identifies ways to gain a return on investment 
(ROI) with an email security solution.   

About Spire Security  

Spire Security, LLC conducts market research and analysis of information security 
issues and requirements. Spire provides clarity and practical security advice based on 
its “Four Disciplines of Security Management,” an operational security model that 
encompasses identity management, trust management, threat management, and 
vulnerability management. Spire’s objective is to help define and refine enterprise 
security strategies by determining the best way to deploy policies, people, process, and 
platforms in support of an enterprise security management solution. 

This white paper is sponsored by CipherTrust. Spire Security maintains its 
independence regarding the content and assertions that is the product of years of 
security audit, design, and consulting work. 
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Introduction 
Every day, 30 billion email messages traverse the Internet from sender to recipient, passing 
along information that ranges in value from less than worthless, in the case of spam, to 
extremely important, in the case of a neurosurgeon requesting a second opinion from a 
colleague in another country. With every significant email that hits an inbox, the value of 
email increases overall. This value is even more apparent when email is unavailable and 
basic activities ground to a halt.  

Email has become the de facto standard for both operational and strategic business 
communications. It provides two-way direct communication for quick notes or questions. It 
provides a means of sharing information for review and collaboration. It maintains a record 
of communications and the ability to review outstanding activity. 

Email is a tool that can be used to reach an incredible number of people at minimal cost. It 
has become crucial to daily communications and therefore must be protected from failure or 
compromise. 

This paper discusses the methods that are used to disrupt, attack, and abuse email systems. It 
will cover the risks facing email and email systems, techniques to secure the email 
environment, and email security return on investment considerations. 

Email Risks 
On the negative side, email has become a cesspool of unwanted messages and viruses. Every 
morning’s inbox brings along with it a litany of ways to make more money, increase virility, 
or buy things cheap. Messages contain jokes that aren’t jokes and warnings about viruses that 
are viruses themselves. We often take email at face value, believing that the sender’s name 
indicates a real person and that the content can be trusted. 

The fact is, email is compromised every day. Spam and viruses are obvious at a basic level, 
but sometimes we ignore or misunderstand the extent to which email can be used as a 
mechanism for inappropriate activities like identity fraud and theft of liquid capital or 
intellectual property. Some of the more significant email security risks are listed below.  

Spam 
Spam, spam, spam. We delete it every day only to have it magically replenished when we 
arrive at work the next day. In itself, spam is a nuisance, taking up precious minutes of 
activity day in and day out. But spam can create other problems as well. On the 
infrastructure side, spam also takes up space on the wire, the mail server, and the inbox. 
Spam is a smokescreen that both encourages and hides more malicious email. Spam porn 
may create liability issues in an organization. Spam is often used for fraudulent activity like 
the omnipresent Nigerian emails promising untold wealth. 

Spammers today are known to compromise enterprise email servers and surreptitiously send 
outbound email to millions. Often, spammers represent themselves as part of the enterprise 
they have compromised in spoofing and “phishing” activities. 

Viruses 
Viruses pose the most prevalent security risk to personal computers and enterprise servers 
today and email is the most common carrier of viruses. Because of its reach, touching 
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hundreds of millions of desktops, email is an extremely effective virus delivery mechanism. 
Email viruses deliver malicious agents that delete files and spread to other machines. They 
surreptitiously install programs to capture keystrokes in pursuit of identity fraud or launch 
denial-of-service attacks. 

The Sobig virus family that hit the Internet in 2003 is an example of how viruses spread and 
mutate into never-ending plagues. Using spam techniques to propagate, it originated as an 
ambiguous email that convinced an unsuspecting user to download a .pif or .scr file to their 
machines. Initially, its primary function was to spread itself to other machines, but over time 
it also began to install Trojans that operated as backdoors onto the system and proxy servers. 
To add fuel to the fire, now that the virus has spread and others are aware of it, these proxy 
servers are being used surreptitiously by spammers to send out mass emails. 

More recently the MyDoom virus emerged masquerading as an e-mail error message from a 
“Mail Administrator” or some other official-looking addresses. Similar to Sobig, it contained 
an attachement that created a backdoor, installed an SMTP mail server, and participated in a 
denial-of-service attack, among other things. The end effect for many enterprises was 
massive logjam of data traffic that bogged down email servers and caused the rejection of 
many incoming and outgoing messages.  

Email sniffing 
It is not clear to many that email is usually sent across the public Internet in clear text. While 
a typical user assumes that the information is relatively safe, it is trivial for an attacker to 
intercept that message at aggregation points along the way to its destination – at or near the 
source and destination mail servers.  Stealing emails can provide information for competitive 
intelligence, blackmail, or fraud. 

In one case, an online bookstore was stealing emails sent from Amazon.com to set its pricing 
for its own books and make better offers directly to the recipients. 

Attacks against mail servers 
The hundreds of thousands, or millions of mail messages that an organization receives every 
day all must pass through a mail infrastructure. Mail servers operate as that collection point 
that creates a point of failure for any email architecture. Because mail servers process email of 
large number of users, a targeted attack can impact confidentiality, integrity, and availability. 
Any access to the server also provides access to the email user accounts and the message 
store, providing access to information in the email messages that are stored on the server. If 
compromised, a mail server can also be configured to propagate spam or participate in fraud.  

In addition to gaining access to servers, attackers also will attempt to take servers down. 
Email servers are vulnerable to being overloaded with too many connections, connection 
attempts, or messages. The attack may come in the form of a targeted denial of service attack, 
or it may simply be overloaded due to a virus outbreak or spam deluge. The affect is the 
same, loss of access to email systems. 
 

Misuse of mail servers 
Even when they are not attacked, servers can perpetuate risks through improper 
configuration. Sometimes, the first sign of mail server misuse is showing up on public lists of 
spam servers. This misuse may have resulted from a mistaken configuration, but the 
consequences are real. Servers are constantly abused by spammers. 
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The Mail Abuse Prevention System Real-Time Black Hole list (MAPS RBL - http://mail-
abuse.org) keeps track of mail servers that are misconfigured with open relay ports that 
allow redirected emails, a favorite technique of spammers. Enterprises can perform a real-
time check against this database to deny email from offending mail servers. 

Legitimate user abuse of email 
Email can also be abused by legitimate users. It used to be that bringing work home was the 
sign of a good worker. Today, even good intentions go awry when regulations are violated. 
Doctors reviewing patient records, mortgage brokers processing loans, insurance 
underwriters evaluating claims, and other legitimate review of personal information become 
illegitimate when the user forwards this proprietary information to a home email account. In 
more malicious situations, salespeople or account reps may sell a customer database, or 
engineers and scientists may provide trade secrets and other intellectual property to 
competitors, all using email as the communication mechanism.  

Securing the email environment 
When securing email, professionals must consider the same aspects of security that any other 
platform or application requires. Spire Security uses a reference model to help with this 
process called the Four Disciplines of Security Management (Figure 1). 

 
 

Four Disciplines 
Security management encompasses four disciplines – four areas of focus for managing and 
protecting information systems to ensure security coverage for the enterprise or individual 
platforms. These four disciplines are:  

► Vulnerability Management focuses on how systems and applications should be hardened 
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Figure 1. The Four Disciplines of Security Management
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to resist any type of attack. Emphasis is on the scan/detect/fix/mitigate vulnerability 
lifecycle. 

► Identity Management focuses on how users gain and use their corresponding user 
accounts, and all activities in the issue/maintain/disable/delete account lifecycle. 

► Trust Management focuses on strengthening the functional application at all layers by 
designing security into the architecture and encrypting data in transit and at rest. 

► Threat Management focuses on monitoring all activity and discerning between malicious 
activity and legitimate activity. 

Email Security Needs 
Each of the four disciplines can be applied to email to identify the functionality required for 
full protection. The analysis should be done while keeping the aforementioned email security 
risks in mind. 

Vulnerability Management 
The mail server itself is a point of attack and therefore must be evaluated and protected from 
vulnerabilities. Email applications such as Sendmail have many known vulnerabilities and 
the number grows constantly. There are two paths to follow when securing an email system. 
First, it is important to ensure that known software bugs are patched on the email platform. 
Second, configurations must be evaluated to identify and correct any weaknesses that are 
found. This may be done on a general purpose mail server, or specially-configured email 
security gateway (in firewall-like configuration). Some considerations that must be taken into 
account to reduce vulnerabilities include: 

► Is the platform hardened? The entire architecture - the operating system, utilities, 
message store, and application – should ship with minimal excess capabilities, up-to-date 
patch levels, and strong configurations. This is critical to ensure the security platform 
cannot be attacked or exploited. 

► Are there email firewall capabilities in place to prevent unwanted intrusions as well as 
denial of service attacks? This is important to ensure that attacks cannot be sent past the 
secure platform to attack the mail servers and other systems that sit “behind” it. 

► What is the patch process and patch history for the application? A strong maintenance 
program is important to the long-term strength of the platform.  

Identity Management 
Identities may be validated from two perspectives: first, the identity of email users in a 
particular mail environment; and second, the identity of the senders of email messages. 
Pertinent questions: 

► What means of authentication are supported? Native user accounts and passwords may 
be augmented by directory integration and/or multiple factor authentication. 

► What type of control over user activities is provided? Mail servers should have flexible 
usage policies to apply to users including usage limits, time range settings, and recipient 
lists. 

► How are message sources (senders) evaluated? Source verification may involve specific 
knowledge of a sender (through blacklists and whitelists) or other techniques to detect 
masquerading and spoofing. 
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Trust Management 
Managing trust primarily involves insuring the integrity of the email by extending sender 
authenticity to guarantee the message contents. A full email security solution will provide 
some capability for encrypting and/or signing email messages. Questions include: 

► Can email be encrypted between a sender and recipient? Two cases should be 
considered: first, when the sender and recipient are well-known communicants with 
specific business purposes for email communications; and second, when the sender and 
recipient do not work together frequently (or at all) but must communicate confidentially 
for some specific reason. 

► What options are available to sign and encrypt email? Techniques include providing an 
SSL communication session, server to server s/mime support, user to user s/mime, and 
symmetric key encryption of messages. 

► Can email be signed? Ensuring the integrity of the email, and often its corresponding 
authenticity, is important for high-value messages. 

Threat Management 
The nature of email makes threat management the most important discipline of the four. 
Threat management must account for each type of threat in the email space – typically 
employing various techniques to identify attacks. Key questions: 

► What is the effectiveness for spam detection? Organizations must balance false positives 
– the likelihood of identifying legitimate mail as spam - and false negatives – allowing 
spam through as legitimate traffic - in selecting a solution. 

► What techniques are used to identify spam? No single technique brings complete success, 
so multiple methods of message evaluation are required in validating it as spam. [Note: 
there are many anti-spam techniques in use today whose details are outside the scope of 
this paper. Consult trade magazines and the vendors themselves to fully understand 
them.] 

► What capabilities exist to detect phishing, the act of social engineering via email? Starting 
with the now familiar Nigerian scams, phishing involves relying on users to immediately 
believe the content of an email and perpetrating fraud by offering money, imitating 
customer service, or otherwise tricking an end user into providing useful information for 
identity fraud. 

► How are viruses detected at the gateway? The level of integration of an antivirus solution 
is pertinent. In addition, organizations must account for the timing of signature updates 
and other scanning techniques for identifying email viruses. 

► What capabilities are in use to manage policy? The ability to define relationships and 
rules among sender, recipient, message, headers, and content drive policy in the email 
world. 

► What quarantine and notification techniques are available when inappropriate emails are 
identified? 

Email often comes unsolicited and without prior knowledge. This model combines with a 
lack of control over one side of the application to make identity and trust management 
limited in their overall effectiveness, though still valuable in specific situations. Vulnerability 
management is necessary to provide assurance that the mail server will continue to operate. 
Threat management ends up being the key ingredient to an email security solution, given the 
multiple threats that exist in the environment. 
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Email Security ROI 
Return on Investment (ROI) is an important decision criteria for technology solutions today. 
ROI can be gained in two ways – first, by increasing revenue to an organization; and second, 
by reducing costs. Because of the heavy usage of email in today’s organizations, cost 
reduction is an obvious way to attain ROI for email security. Here are some of the primary 
ways that an organization can gain ROI: 

Increased End User Productivity  
The cost of spam to U.S. corporate organizations is expected to exceed $10 billion in 2003 
[source – Ferris Research]. Over 40% of that cost is due to lost user productivity. Lost user 
productivity due to spam is a function of labor cost and the time an end user spends dealing 
with spam.  

One way to calculate lost productivity is to identify the total number of users of the system, 
their average salaries, and the percentage of time they spend on email. Lost productivity 
occurs in a number of scenarios: 

► When a server goes down, the normal usage during the unavailable time period is lost. 
Servers may go down because of denial-of-service attacks or they may be brought offline 
during a virus outbreak. 

► The time employees spend deleting spam messages is lost to productive activity. This is 
the case where a little thing means a lot; a few minutes every day adds up to significant 
productivity lost when annualized for all users. 

► Lost productivity from employees for the duration of time spent working with the help 
desk to solve email-related problems. 

As an example*, assume that there are 20,000 users who use email 25% of their work day and 
earn an average of $80,000 annually. A total email outage for 2 hours would have an average 
loss of 30 minutes per user (.25 * 120 minutes) at an hourly rate of $40 ($80,000/2000 hours) or 
a total loss of $800,000.    

Increased IT Productivity 
Administrator support can also be reduced in a secure email environment. The calculation 
involves calculating the costs of previous incidents and determining the reduction in 
incidents based on a more secure approach. Increased IT productivity can result from: 

► A reduction in spam will eliminate end user calls to the helpdesk 

► A reduced number of viruses that eliminate the time it takes to configure the email server 
and recover desktops from infection. 

► Reduced denial-of-service and intrusion attacks against the server that reduce the time 
spent configuring and maintaining an email server. 

For example*, if IT normally spends 1000 person-hours annually at $100 an hour, costs of 
incidents include $100,000 of productivity losses. If a secure email solution can reduce the 
amount of effort to 200 hours, the productivity lost is $20,000 for a savings of $80,000. 

Legal / Regulatory Savings 
For regulated enterprises that use email as a primary vehicle for doing business, 
compromised email messages can lead to legal action if private information is stolen or made 

* examples are intended to illustrate calculations, not provide specific details of known incidents or projections of specific costs. 
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publicly available. Legal costs for protecting trade secrets may be incorporated into savings if 
these costs have historically been high. 

For example*, if an employee emails health records to external service providers that are 
captured and read, fines may follow along with potential lawsuits from the subjects of the 
records. 

Capital Expense Recovery 
The rapid increase in email volume and traffic, largely driven by the increase of spam, may 
force organizations to upgrade their email infrastructure, such as server capacity, storage and 
bandwidth. Rather than purchase more hardware to increase capacity, an analysis of message 
traffic may indicate a large amount of spam being delivered to end users. Cutting out spam, 
will allow organizations to reduce the budget for capital expenditures associated with email. 

For example*, an organization may embark on an email upgrade project to replace ten 
existing mail servers at $15,000 each. A careful analysis of the data reveals that junk email 
makes up 30% of existing traffic. This can lead to a reduction of one mail server and a savings 
of $45,000.  

Spire ViewPoint 
There is much more to email security than deleting spam from inboxes. While spam is a key 
indicator of the level of attention applied to security, viruses and other security compromises 
can be much more damaging to an organization. When reviewing email security solutions, 
care must be made to ensure that full coverage is provided by any solution. This will 
eliminate the need for a follow-on solution to address new problems as they arise. 
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 Contact Spire Security  

To comment about this white paper or contact Spire Security, LLC about other security 
topics, please visit our website at www.spiresecurity.com. 

This white paper is sponsored by CipherTrust. Spire Security maintains its 
independence regarding the content and assertions that is the product of years of 
security audit, design, and consulting work.  


