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Critical enterprise e-mail – the lifeblood of business communication – demands security to 

protect privacy and authenticity. Businesses must address e-mail security risks that threaten 

intellectual property and private customer information, violate federal regulations, and damage 

business relationships. 

In the past, only highly regulated industries, such as healthcare and financial services, 

considered e-mail encryption a requirement. Other industries questioned whether encrypting 

their e-mail was necessary and often determined the process was too complicated and too 

expensive.  However, broad implications of the Sarbanes-Oxley Act on financial controls and the 

demand for confidentiality have increased the importance of e-mail encryption. Growing 

regulatory demands and security concerns over snooping and corporate espionage have made 

privacy a universal requirement.  

This white paper outlines the business case for IronMail Privacy Architecture from CipherTrust. 

The reader will first learn of impediments to encryption adoption and how IronMail addresses 

these concerns. Then, threats to e-mail privacy and business implications of e-mail tampering 

are examined. This paper will also describe IronMail Privacy Architecture’s encryption methods 

and its manageability, ease of use, and complete e-mail security capabilities.  

Encryption Ideals, Concerns and the IronMail Solution 

An effective encryption solution aims to protect message contents regardless of the end user’s 

technical abilities or concern for confidentiality. Successful encryption solutions adapt to user 

requirements and are both policy- and content-driven. 

Effective encryption solutions are hard to find. Many encryption users complain of poor 

interoperability between various platforms and say the methods used for encryption are too 

technical for some users. Others complain that their encryption method is only a partial solution 

and that the encryption parameters used do not address regulatory or other legal concerns. Still 

others may be happy with the encryption itself but are concerned about a lack of security at the 

message’s origin.   

IronMail Privacy Architecture (IPA) addresses the concerns of users dissatisfied with other 

encryption methods. IPA supports all standards, is policy-driven and user-driven, is highly 

configurable and secures messages in transit and at end points.  

Threats to E-mail Privacy 

E-mail security differs from traditional network security, which is defined by perimeter defenses 

such as firewalls. Every e-mail bypasses the firewall as it travels across open networks and then 

enters the enterprise network. As opposed to network security, e-mail security requires a deep 

understanding of the e-mail application to be effective.  

Spammers and hackers find intellectual property theft, spam and phishing financially rewarding 

and are very willing to invest time and money into developing more sophisticated attacks. 

Protecting against these attacks requires constant vigilance and a solution that can identify and 

respond to attacks, even when they are new and unknown.  

The vast majority of Internet e-mail messages are transmitted in plain text. With the proper 

tools, practically anyone can access and read plain text messages sent by anyone else. Free 
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software, readily available on the Internet, makes these tools, including TCP (Transmission 

Control Protocol) or packet sniffers, available to anyone. Therefore, e-mail messages and 

usernames and passwords are not secure. Other tools available on the Internet allow hackers to 

intercept a message and alter its content before sending it on to the original destination without 

being detected.   

Sensitive corporate information, both in the contents of e-mail messages and from accounts 

accessed through stolen username/password combinations, are exposed by e-mail snooping. 

Enterprises can protect their data by encrypting it. When a hacker accesses an encrypted 

message, the data in it is unreadable and therefore rendered useless.  

E-mail Security 

In addition to privacy threats, enterprise e-mail systems are also subject to security risks from 

intrusions, attacks, and spam-borne e-mail threats, such as phishing and spoofing. 

The business application of e-mail introduced new means to infiltrate, corrupt and take down 

enterprise networks and workstations through: 

• Viruses and Worms – malicious code (often received by e-mail) that stealthily runs on a 

computer and frequently replicates itself to consume memory and transmit itself to other 

users. META Group estimates that up to 45% of large organizations have been 

economically impacted by a virus attack in the past year; 

• Spam – unsolicited commercial e-mail. Spam’s overwhelming message volume affects e-

mail and network availability, worker productivity, and creates liability for offensive 

material; 

• Phishing and other fraud – Phishing employs a spam message to solicit personal 

information such as social security, credit card and bank account numbers from the 

recipient; 

• Directory Harvest attacks – spammers send thousands of messages to mail servers to 

determine legitimate e-mail addresses. They track which addresses are not rejected using 

standard e-mail name variations and therefore determine real e-mail addresses. These 

names are used for spam attacks; 

• Denial-of-Service attacks – e-mail can be used to knock down mail servers. Spam floods 

cause servers to shut down because they cannot distinguish good communication requests 

from bad; 

• Blended threats – new, multi-faceted attacks that combine elements of viruses/worms, 

spam and denial-of-service attacks; 

• Intrusions – by taking advantage of weaknesses in application code, hackers can gain 

access to the network infrastructure; 

• Webmail attacks – Web servers have well-documented vulnerabilities that open another 

avenue for attack. 

CipherTrust mitigates these threats with IronMail, a hardened mail gateway appliance that 

combines the most accurate spam filtering with an application-specific firewall that allows only 

valid and safe connections to mail servers. IronMail is designed to block all manner of e-mail 

attacks, including buffer overflow and denial-of-service. By acting as a secure gateway, IronMail 

blocks spam and viruses before they reach the end user and protects entire e-mail systems from 



 

 

Protecting E-mail: Overview of IronMail Privacy Architecture                                                       4 of 8

© 2004 CipherTrust, Inc. All Rights Reserved 

all e-mail threats. The Privacy Architecture adds an encryption component to IronMail that 

protects incoming and outgoing messages during transit. 

Business Problems 

E-mail privacy concerns pose real business issues for networked enterprises. These business 

problems include: 

• Compliance; 

• Confidentiality; 

• Interoperability; 

• Multiple technologies; and 

• End-user training. 

Compliance 

The recent wave of federal regulations targeting financial and personal data affects almost every 

enterprise with new requirements to protect and secure information in all forms. While these 

regulations rarely explicitly mention IT networking or e-mail, the laws are broadly written and 

generally interpreted – and enforced – to cover the most widespread form of enterprise 

communication, e-mail. 

As the most sweeping regulation of financial reporting for publicly traded companies since the 

establishment of the Securities and Exchange Commission, the Sarbanes-Oxley Act of 2002 

outlines stringent requirements to ensure the integrity of financial reporting. Media commonly 

focus on the law’s requirement that CEOs and CFOs personally vouch for the accuracy of 

financial reports, but Sarbanes-Oxley also demands that enterprises rethink their policies 

(Section 302) and controls (Section 404) on the flow of financial information. 

Enterprise e-mail policies must specifically define information to be encrypted in transit and 

what information can leave the enterprise before being publicly reported. Controls must also be 

in place to ensure users comply with policies, and the effectiveness of these controls must be 

measured.  

The Health Information Portability and Accountability Act of 1996 (HIPAA) and the Gramm-

Leach-Bliley Act of 1999 (GLBA) are directed at the healthcare and banking industries, 

respectively. These regulations are designed to protect patient or banking customer personal 

information. E-mail creates one of the greatest HIPAA and GLBA compliance risks.  Healthcare 

and banking enterprises must guarantee privacy and security of customer or patient information 

in any e-mail by encrypting the message and monitoring outbound e-mail for unencrypted or 

inappropriate patient or customer information. 

Confidentiality 

The content of both internal and outbound e-mail presents risks to confidentiality, as well as 

compliance and liability concerns. The convenience and power of e-mail enables 

communication for every aspect of business. However, each unencrypted e-mail risks exposing 

sensitive information and intellectual property that flows throughout an organization, such as 

mergers and acquisitions, human resource data and personnel files, financial reports and trade 

secrets. 

Proven in the field of e-mail 

security: Regulatory Compliance 

A major publicly traded retailer that 

uses IronMail to secure its e-mail 

gateway was in the process of 

acquiring a competitor. The 

company faced SEC censure if 

sensitive information about the deal 

leaked out. IronMail enforced e-mail 

policies at the gateway that checked 

for keywords in messages and 

attachments, in order to stop them 

before they left the company. This 

approach prevented an employee 

from transmitting sensitive 

information about the buyout before 

the deal was finalized and publicly 

announced. Had the e-mails exited 

the system, the company would have 

violated SEC regulations and been 

subject to harsh sanctions. 
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Interoperability 

The most common barrier to e-mail encryption adoption is the lack of interoperability of various 

encryption technologies and products. While an enterprise may invest in and deploy an e-mail 

encryption solution for its finance department, e-mail programs used by business partners, 

lawyers, auditors, or even other departments in the company frequently cannot receive the 

finance department’s encrypted messages. This lack of interoperability due to a recipient’s 

operating system, browser, e-mail client, or expertise impedes the ability to send a secured 

message to any recipient. 

Management 

Effective e-mail encryption solutions require a flexible policy engine as well as several 

encryption methodologies. Selection and integration of these different technologies can be 

challenging for enterprise IT staffs. Maintaining these tools with updated policies and user 

profiles can be time-consuming. An effective solution must integrate the best tools available 

and make them easy to manage. 

End-user Policy Compliance 

Even in organizations that communicate clearly defined policies to employees, policy violations 

occur. Whether these are intentional, such as sending confidential data to a third-party mailbox, 

or unintentional, such as failing to encrypt e-mail to outside legal counsel, the damage is done 

as soon as the e-mail passes the gateway. A complete encryption solution can identify these 

policy violations and act to protect the enterprise before the message escapes the organization.  

The CipherTrust Solution 

To address these e-mail security problems, CipherTrust introduced the IronMail Privacy 

Architecture. IPA is a multi-tiered, policy-enforced gateway solution that provides message 

encryption and secure delivery. It provides multiple encryption options to match the needs and 

capabilities of different organizations. IPA uses the message scanning and policy enforcement 

technology built into IronMail to determine encryption needs based on policy and message 

characteristics. IPA is standards-based and integrates into any existing e-mail environment. 

Policy-driven 

IronMail removes the reliance on end-user action and ensures that corporate e-mail encryption 

policies are followed. 

IronMail’s unified policy manager enables enterprises to create and enforce approved e-mail 

“rules” or policies covering a wide spectrum of e-mail behavior. Specifically for secure delivery, 

the policy manager can be used to enforce secure delivery. 

Using the IronMail policy manager, an administrator can choose to require security for mail sent 

based on several characteristics. The administrator then configures how the message should be 

encrypted based on characteristics that may include the following: 

• Keywords 

• Confidential 

• Legal 
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• Header information 

• Recipient name 

• Recipient domain 

• Sender name 

• Sender domain 

• Attachment type 

• Buzzword 

• User-designated information 

• Tag on the subject line, such as SECURE or PRIVATE 

• Flag such as selecting “Sensitive” in Message Options  

IronMail’s policy manager includes other functionality for complete e-mail security and privacy, 

including: 

• Block or allow incoming and/or outgoing client-based S/MIME or PGP  

encrypted messages. 

• Block or allow encrypted mail sent to or received from specified domains. 

• Allow individuals to bypass the “domain” rule and send to or receive mail from  

blocked domains. 

• Block or allow encrypted mail sent to or received from specified user-defined or  

LDAP-based groups. 

• Allow individuals to bypass the “group” rule and send to or receive mail from  

blocked groups. 

• Block or allow encrypted mail sent to or received from specified individual users. 

Encryption Options 

IronMail Privacy Architecture simplifies encryption by applying e-mail policy at the gateway to 

determine and use the appropriate type of encryption, depending on the content and/or 

recipient of the message. It also overcomes the complexity of public key encryption systems by 

making encryption transparent to end users and automated for administrators. With IPA, it is 

not necessary for business partners to have a similar solution deployed. Policies can be set that 

require e-mail sent to partners be encrypted and then specify the level of encryption. To 

guarantee both a secure and interoperable encryption solution, the IronMail Privacy 

Architecture provides five encryption options in a single platform, which reduces the need for IT 

staffs to manage multiple products. Using the policy manager, enterprises set their encryption 

preferences for multiple techniques, which include VPN technologies and both “push” and 

“pull” encryption methods. 

Gateway to Gateway Server (SSL/TLS). Secure Sockets Layer (SSL) is a protocol for encryption 

and authentication of Internet connections. Transport Layer Security (TLS) is the standardized 

version of SSL. IronMail uses SSL/TLS to create a secure “tunnel” to the recipient server or 

client. This option does require support for SSL/TLS on the recipient server or client. 

Gateway to Gateway Server (S/MIME & PGP). Secure Multipurpose Internet Mail Extensions 

(S/MIME) allows a single message to contain many parts and is a protocol for exchanging 

digitally signed and/or encrypted mail. Pretty Good Privacy (PGP) is a protocol for exchanging 
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digitally signed and/or encrypted mail. IronMail employs either S/MIME or PGP to encrypt the 

message and send it securely. Both S/MIME and PGP require key exchange between the sender 

and recipient servers. 

Secure Delivery Server. IronMail also offers a secure delivery server as a “pull” encryption 

option. With this method, an e-mail notifies the recipient when he or she has a message waiting 

in a secure, web-based mailbox. The mailbox resides on the secure delivery server, and a URL 

within the received notification connects the user to a secure web page to retrieve the message. 

IronMail’s secure delivery service enables basic e-mail functions, such as fully encrypted “reply 

to sender” messages. 

PostX Envelope Server. The IronMail Privacy Architecture employs a PostX Envelope Server to 

"push" secure messages through a registered envelope directly to any desktop. This encryption 

technique eliminates the need for the recipient to download or install software or to manage 

keys. Authentication and encryption methods can be configured for both online and offline 

access to provide varying levels of security. PostX Envelope Server is ideal for high-volume, 

secure message delivery. 

Voltage IBE Server. IronMail also offers a Voltage IBE Server for identity-based encryption. By 

using well-known identities as public keys, the Voltage IBE server eliminates the complexity of 

managing certificates, Certificate Revocation Lists, and other costly infrastructure. With 

multiple deployment options and two-way communication between non-technical users, 

message recipients can easily retrieve secure messages and respond with the click of a single 

button inside their preferred e-mail clients. For those who prefer a browser-based approach, 

Voltage’s Zero Download Messenger allows full encryption and decryption capabilities with no 

software footprint  

Management & Usability 

As an enterprise solution, IronMail was designed to reduce the strain on the IT networking staff 

by eliminating the need for end-user training and action for a solution that is truly transparent 

to end users. IronMail eliminates the headache of key management with an automated solution 

that updates encryption keys from a central console. By integrating with existing infrastructure 

through LDAP or Active Directory, IronMail provides a solution that works with your existing 

environment. 

More importantly, IronMail was built for enterprise deployments. Within the IronMail solution, 

CipherTrust designed a high-performance Message Transfer Agent that effectively manages and 

routes millions of e-mail messages a day. This extensible technology platform allows the 

IronMail solution to be continually updated with new e-mail security technologies and tools as 

they are developed. 

Scalability & Reliability 

With more than 30% of the Fortune 100 relying upon IronMail for complete e-mail security, 

IronMail has demonstrated its scalability and reliability in the most demanding enterprise 

environments. More than seven million e-mail users depend upon IronMail for e-mail security. 

Because of IronMail’s multiple encryption methods, senders and recipients can be confident of 

secure delivery on any e-mail system.  
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Logging & Reporting 

IronMail’s high-performance Message Transfer Agent provides administrators with automated 

logging and reporting, saving time and money that would otherwise be required to perform 

equivalent management and monitoring functions. Instantly, administrators can access 

statistics on who is sending what types of e-mail to whom and when messages and attachments 

are opened. The IronMail dashboard provides a comprehensive view of the entire e-mail system, 

giving administrators full visibility of message traffic.  

Summary 

Information security concerns are on the rise as consumers demand that their private 

information be protected and regulatory agencies impose new regulations that have implications 

for information management. Encryption can secure information that is highly vulnerable to 

tampering by hackers and spammers while it is transmitted via e-mail. The IronMail Privacy 

Architecture is an effective encryption solution that answers the needs of users who previously 

questioned the viability and cost-effectiveness of earlier encryption technology. The IronMail 

Privacy Architecture provides customers with five distinct methods to handle encryption and 

secure delivery. It reduces administration for e-mail security by using a combined platform for 

best-of-breed threat handling, policy enforcement and message privacy.  


