Anti-spam
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If your company is not using an anti-spam product yet, what are you waiting for?
Jon Tullett and René Millman review some of the new products on offer

nti-virus (AV) is child’s play.
Something matches a signature
or not; you let it through or not.
Assuming the technology works it is
a fairly basic binary process. Spam is
areal pain. Itis more varied, cunning
and voluminous.
AV pundits will say spam may be

more vague, but it is lower risk too.
The odd junk email sneaking
through is mildly annoying, while a
virus can cost you millions. This is
true, but spam has implications too:
coordinated efforts between spam-
mers and virus writers mean you can
never be sure the site luring users is
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CipherTrust’s Iron-
Mail  appliance

offers an impressive

collection of features
BESTBUY o1 mail security. We
were only interested in the anti-
spam component and it did not
disappoint. Setup is easily accom-
plished with a wizard GUI though
you can get down and dirty with the
text console interface if you want.

The web interface is secure and
easy to use with superb context
help at every stage. It makes you
wonder why the company bothers
to include a detailed manual.

A dashboard view gives a bird’s-
eye view of all running services and
basic statistics. Admin roles can be
delegated too,whichis a big plus for
enterprise users.

The system can use a wide range
of anti-spam techniques, including
text analysis, RDNS, RBL,
Bayesian analysis, CipherTrust’s
own statistical reporting service
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and SPF, but not yet Microsoft’s
Caller ID or Yahoo’s DomainKeys.

Spam is scored according to the
results of the various tests and then
dealt with according to the overall
score.The defaults are good enough
for most environments but you can
tweak any setting you want for pre-
cision tuning.

The order in which mail is han-
dled can be managed too. During a
virus outbreak youmight want anti-
virus scanning performed first,
then anti-spam, but for regular use
the opposite may yield better per-
formance. This could impact user
groups, which can be processed dif-
ferently by each engine and may
affect mail routing depending on
the scan order.

New rules can also be created on
the fly (carefully) from user-

not going to download malware, at-
tempt identity theft or display offen-
sive material that could land you in
alawsuit.

The group test looks at products
that claim to cut out spam from the
enterprise but leave normal email
alone.

reported mail or at an enterprise
level by monitoring honey-pot
accounts that the appliance will cre-
ate and manage.

With a good webmail interface,
lots of SMTP security and protec-
tion against dictionary attacks, this
is a winning solution which is only
diminished by alack of flexibility in
creating spam rules for different
groups of users. The product tested
well and spotted a high percentage
of spam with a low ratio of false
positives,although it struggled with

HTML newsletters.

SC MAGAZINE RATING
Features 2.8.8. 8 ¢
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Performance 0.8.0. 8 0%
Documentation 0.8, 0. 8 o
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OVERALL RATING

FOR Great interface and impressive
range of features.

AGAINST Would benefit from more

flexible group policies.

VERDICT An excellent mail security
product.

Contact details:

€ Cipherliust

CipherTrust, Inc.

4800 North Point Parkway
4th Floor
Alpharetta, GA 30022
678.969. 9399 main
678. 969. 9398 fax
887.448. 8625 toll free
Email: sales@ciphertrust.com
www.ciphertrust.com

REPRINT

CipherTrust’s IronMail
appliance wins our Best
Buy for its excellent
detection rates, advanced
filtering options, high
performance and
integration with other
services within its
portfolio.
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